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2019 £ 6 H 18 H, RedHat HM KM : 257N RLE
Linux WAL TCP SACK #dli itk rh &I 7 =M, CVE 2w
54 CVE-2019-11477. CVE-2019-11478 F1 CVE-2019-11479.,

5 FARKRA kernel PAZARA AT REME ZIRIFRI A, Al LAY A% T4
HAF

TEATHESR:  HTTP IRE# 81,

MR AT Linux FRAA -
® CentOS 6.5 (Final)
® Red Hat Enterprise Linux Server release 7.3 (Maipo)

H® Linux WAZERIE RG0S FAT VAR !
ERARTBENBIERGIITER, WMRNBASTRERHTEE, 2
R TR IT T+ 2R B & TAE . SmREFHRA XS | TSRk

KVM,

BREEN

(1) KBEF AT : https://github.com/Netflix/security-bulletins/tree/m
aster/advisories/third-party/2019-001.

(2) 2 SACK 43

echo 0 > /proc/sys/net/ipv4/tep _sack

(3) fERE AR IET T
https://github.com/Netflix/security-bulletins/blob/master/advisories/t
hird-party/2019-001/block-low-mss/README.md

WS RFEESEA TCP HRMNNF R (BI7E/ete/sysctl.conf SCHEHKE net.ipvd.te
p_mtu_probingsysctl BN 0)

(4) RedHat F /AT ULREA LT IIASRIGE RSt R BAEFE IR
https://access.redhat.com/sites/default/files/cve-2019-11477--2019-06-17-1629.sh
BHHEE

https://access.redhat.com/security/vulnerabilities/tcpsack
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[root@localhost ~]# cat /etc/redhat-release
Red Hat Enterprise Linux Server release 7.3 (Maipo)
[root@localhost ~1# ./cve-2019-11477--2019-06-17-1629.sh

This script (v1.0) is primarily designed to detect CVE-2019-11477 on supported
Red Hat Enterprise Linux systems and kernel packages.
Result may be inaccurate for other RPM based systems.

Running kernel: 3.10.0-514.el7.x86_64

This system is

For more information about this vulnerability, see:
https://access.redhat.com/security/vulnerabilities/tcpsack

2. MRYE B S RGP, T EASE AT kernel AAS, N EHLALE:

https://mirrors.tuna.tsinghua.edu.cn/elrepo/kernel/el7/x86_64/RPMS/

RUAFEHAEIRA A kernel-1t-4.4.182-1.el7.elrepo.x86_64.rpm
(P AZ B BEFE 1t A< BASCRRRRCAS)
Centos 6.5 i kernel-1t-4.12.10-1.¢l6.elrepo.x86 64+ kernel-1t-4.4.182-

1.el6.elrepo.x86_64 F+Zk kI

[root@yu ~]1# uname -r
4.12.10-1.el6.elrepo.x86_64
[root@yu ~]# uname -a

Linux peemiisl 4.12.10-1.el6.elrepo.x86_64 #1 SMP Wed Aug 30 15:09:18 EDT 2017 x8
6_64 x86_64 x86_64 GNU/Linux
[root@yu ~]#

VER: WRE 6.x RARGVE T4 el6 A% !
2.1+ Yum Y5 58T

https://www.elrepo.org/RPM-GPG-KEY-elrepo.org

% key

BT yum, 75 % elrepo-release-7.0-3.el7.elrepo.noarch.rpm
http://www.elrepo.org/elrepo-release-7.0-3.el7.elrepo.noarch.rpm
ER: WHRE 6.x A RG1E T3 el6.elrepo

& R EIR S AR RIRS AR !
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https://mirrors.tuna.tsinghua.edu.cn/elrepo/kernel/el7/x86_64/RPMS/
https://www.elrepo.org/RPM-GPG-KEY-elrepo.org
http://www.elrepo.org/elrepo-release-7.0-3.el7.elrepo.noarch.rpm

3. AFNZTHEEMMH elrepo 1) yum ¥
a. BIEHNTFA elrepo [ key
[root@localhost ~]# rpm --import RPM-GPG-KEY-elrepo.org
b. %% elrepo Ji
[root@localhost ~]#rpm -Uvh  elrepo-release-7.0-

3.el7.elrepo.noarch.rpm

[root@localhost ~]# rpm --import RPM-GPG-KEY-elrepo.org
[root@localhost ~]# rpm -Uvh elrepo-release-7.0-3.el7.elrepo.noarch.rpm
RAtAAHRA AR AR [100%]

Preparing...

Updating / installing...
l:elrepo-release-7.0-3.el7.elrepo ##H#H#HHHHHHHHHHHH#HH#HHHHHHAAAA#H [100%]

[root@localhost ~]1#

4. T+2 kernel W% 2IHHRLRRA
[root@localhost ~]# rpm -Uvh kernel-It-4.4.182-

1.el7.elrepo.x86 64.rpm
AT 2-3 BRI T AR, AR !

[root@localhost ~]# rpm -Uvh elrepo-release-7.0-3.el7.elrepo.noarch.rpm
Preparing... HAHR AR [100%]

Updating / installing...
l:elrepo-release-7.0-3.el7.elrepo #####HHHHHHHHH######HHHHHHHAAAAAH [100%]

[root@localhost ~1# rpm -Uvh kernel-1t-4.4.182-1.el7.elrepo.x86_64.rpm

Preparing... AR RR R [100%]

Updating / installing...
l:kernel-1t-4.4.182-1.el7.elrepo  ########4H##HH##HHHHHHHHHHHH#RHH##E [100%]

5. V%A 5 kernel N TR ARA
//CentOS Redhat 7. %A 7 1%
N AETERIE RBA ) BB, IR ERINIZ 21 kernel 2
BAFTE?

[root@server( ~]# grep "menuentry " /boot/grub2/grub.cfg
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113 FE 225 1] kernel N 5 Bl
[root@server0 ~]# grub2-set-default gnulinux-3.10.0-514.e17.x86 64-

advanced-63b9f6e0-5ae0-4dae-a234-891fef0632876
//Redhat CentOS 6.* A 7%
1. vi /etc/grub.conf BH RENZIITEN, T HEEE R RS(F
EZPTAZTIR:
2. BUBECEDR:

# grub.conf generatec

Note that you do not have to rerun ¢ after making cha s to this file
NOTICE: You do not have a /boot par is 2ans
all kernel and initrd paths
root (hd0,0)
kernel /boot/vmlinuz-version ro root=/dev/xvdal
initrd /boot/initrd-[generic-]version. img
#boot~/dev/xvda
default={g
timeout=5
S mage=_hd0,0) /boot /grub/splash. xpm. gz
hiddenmenu
title centos (2.6.32 3.18.1.e16.x86_64)
root (hd0,0
kernel /boot/vmlinuz-2. e16.x86_64 ro root=uuID=94e4e384-( 37F-bc96-057dd64F42ee rd_NO_LUKS r
NO_LWVM LANG=en_US.UTF-8 rd_NO_MD wheb-sunlé crashkernel-auto KEYE RDTYPE~pPC KEYTABLE~us rd_nOo_DMm rhgb
uiert
initrd /boot/initramfs 5 73.18.1.e16.x86_64. img
title centos (2.6.32-431.23
root (hdo0,0)
kernel /boot/vmlinuz-2.6 31.23.3.e16.x86_64 ro root=uuID-94ed4el84-Oace-437F-bc96-057dd64f42ee rd_NO_LUKS r¢

NO_LWVM LANG=en_US.UTF-8 rd_NO_MD & INT=latarcyrheb-sunl6 crashkernel=auto KEYBOARDTYPE=pC KEYTABLE=us rd_NO_DM rhgb

uiet

inmitrd /boot/initramfs-2.6.32-431.23.3.e16.x86_64.img

D . NEERERE B OAAFEM AR, M EAE T WAZIRA K
KL 2.6.32-573.18.1.e16.x86_64 Fl 2.6.32-431.23.3.€16.x86_64.
2) . fE grub.conf ST A RE FEALAE A N AZ AR U 2 2 5
& default, RN 0 RFMEGHTHINZ)E 3N, ARRHI AR RRAS A
FAETREKRZ 0, 1,2 5.

3.0 ERXABITFH, WRZEEEMIBR N RGBT RI N Z
21, WAL default ESCY 1, 258 RS54 NBT A IZEAT 5] 2.

J& BT kernel A ZTAE SR 4

[root@localhost ~]# grep "menuentry * /boot/grub2/grub.cfg
'Red Hat FEnter i ¥ XB6. 64 Mainol. s5.red _--class gnu-linux --class gnu --class os

--unrestricted $menuentry_id_option |'gnulinu % -5ae0- - - 6' {

'Red HAT ERter| VEr 177w “T€U&%s gnu-linux --class gnu --class os --unr

‘Red Hat Enterprise Linux Server (0-rescue-68b446c03a864276942d46b8879b7b18) 7.3 (Maipo)' --class red --class gnu-linux --class
gnu --class os --unrestricted $menuentry_id_option ‘gnulinux-0-rescue-68b446c03a864276942d46b8879b7b18-advanced-63b9f6e0-5ae0-4dae-a234-89fef0632876" {
grep: : No such file or directory
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7. reboot, EHTEZIARS B, WL kvm BUREFENEE B L] SRHTH

kernel ?

Red Hat Enterprise Linux Server (4.4.182-1.el7.elrepo.x86_64) 7.3 (Maipo>»

Red Hat Enterprise Linux Server (3.18.8-514.e17.x86_64) 7.3 (Maipo)
Red Hat Enterprise Linux Server (B-rescue-68b446cB3a864276942d46b8879b7b~»

Use the * and | keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started awtomatically in 5s.

7. PUTK ERIA, &7~ “Not affected”

[root@localhost ~]# ./cve-2019-11477--2019-06-17-1629.sh

This script (v1.0) is primarily designed to detect CVE-2019-11477 on supported
Red Hat Enterprise Linux systems and kernel packages.

Result may be inaccurate for other RPM based systems.

Running kernel: 4.4.182-1.el7.elrepo.x86_64

This system is Not affected

For more information about this vulnerability, see:
https://access.redhat.com/security/vulnerabilities/tcpsack

BT kernel #¢kTh 51 T R 3 !

[root@localhost ~]# uname -r
4.4.182-1.el7.elrepo.x86_64

[root@localhost ~]#

11, FRAIRSS 2R E L, W2 E IR 5L S BBl /8, e
2|22 HA kernel



< localhost.localdomain c - o X
B e P HE 5471
3.2GB 112669 TH 2
v @ us 3.1GB 106862 TR 2 &
» @] share 13GB 83153 T 2 &
» [0 ] bs4 833.5MB  T4E9 TH 2
» [0 Jub 766.8MB 13859 TH 2
[ bin 133.3MB 1464 TR 2 &
[ Jsbin 587MB  BO3TR 2 F
» [ libexec 393MB 3F2IR 2 F
» [ include 163.8 KB 2m 2
» [ ] local 4.1KB MdIm  2F
» [ sre 0FW 2Im 2
[ ]games 0Fw 1| 3
[ Jete 0FW 1M 325
v [ Jvar 97.4MB  AIB9 T &K
» [ ]ete 299MB 1B19 TR 4%
v [ Jtmp 45.1 KB 2T &K & | G

o BV ) L8 WA A& 5 F /boot ZE 18] 1Y), AT LUE A yum remove

kernel*** 5 735 A FH Y kernel

[root@localhost ~]# yum remove kernel-
kernel-3.10.0-514.el7.x86_64 kernel-tools-1libs.x86_64

kernel-1t-4.4.182-1.el7.elrepo.x86_64 kernel-tools.x86_64
[root@localhost ~]# yum remove kernel-3.10.0-514.el7.x86_64
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