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% HL: Windows 10 -1908
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1. fERERS LA, IR S
[root@localhost ~]# openssl version

OpenSSL 1.0.1e-fips 11 Feb 2013

[root@localhost ~]# ssh -V

OpenSSH _5.3p1, OpenSSL 1.0.1e-fips 11 Feb 2013
® ffifR selinux 4]

setenforce

sed -i 's/enforcing/disabled/g’ /etc/selinux/config

2. WRIEE T RGOV, P EEERARAMIRSE, T Edbt:

https://www.openssl.org/

https://www.openssh.com/

AR FRIRCA . OpenSSH._8.0p1, OpenSSL 1.0.2s 28 May 2019

3. % EA YUM I

[root@localhost ~]# tar -xvf /etc/yum.repos.d/Centos*
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[root@localhost ~]# rm -rf /etc/yum.repos.d/Centos*
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5. JERIEA yum Y, #E H S H yum I
yum clean all &> /dev/null

touch /etc/yum.repos.d/vcentos.repo

cat >> /etc/yum.repos.d/ vcentos.repo <<EOF
[venus yum]

gpgcheck =0

enabled = 1

baseurl = fip://192.168.10.94

name = this is my yum

EOF

® KE yum JFE R IEMEAL?

[root@]localhost ~]# cat /etc/yum.repos.d/vcentos.repo

[rhel7]
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name = this is my yum
enabled = 1
gpgcheck =0

baseurl =ftp://192.168.10.94/

® yum makecache i\ yum Y 15 {8

stmirror, sh-packagekit, security
from cached hostfile

| 4.0 kB 00:00
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yum install -y gcc gce-c++ zlib zlib-devel pam-devel openssl-devel perl
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wget http://192.168.10.94/openssh-8.0p1 .tar.gz
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wget http://192.168.10.94/openssl-1.0.2s.tar.gz

§.0pl.tar.gz"

1-1.

100% [s===========================================c===============3] 5,349,149 15.4M/:

2019-06-16 07:41:57 (15.4 MB/s) - Cf#FF “openssl-1.0.2s.tar.gz” [5349145/5349149])

7. HiE %% 3% OpenSSL A%

tar -xvf openssl-1.0.2s.tar.gz

cd openssl-1.0.2s

./config --prefix=/usr --openssldir=/etc/ssl --shared zlib
make &&make install

ldconfig

8. iR IE, FARLLZ3E OpenSSH A A
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9. gmiF 22 OpenSSH
tar -xvf openssh-8.0pl.tar.gz
cd openssh-8.0p1
Jconfigure --prefix=/usr --sysconfdir=/etc/ssh --with-md5-

passwords — --with-pam  --with-zI[ib --with-openssl-includes=/usr --
with-privsep-path=/var/lib/sshd

make && make install

echo 'X11Forwarding yes' >> /etc/ssh/sshd _config

echo "PermitRootLogin yes" >> /etc/ssh/sshd_config

/bin/cp -prf contrib/redhat/sshd.init /etc/init.d/sshd

chmod +x /etc/init.d/sshd

sed -i 's/*GSSAPIAuthentication/#&/' /etc/ssh/sshd_config

chkconfig --add sshd

chkconfig sshd on

service sshd restart
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ssh -V

& 192 - root@localhost:~fopenssh-8.0p1 - Xshell 5 - m] X
XEHF) REE EEV) IS ERRE &0Ww) #EH)
el — R G- No &-2-9-4- €9 HA &H H- -0

ssh://root@192.168.10.55:22 & SSH2 xterm [T 102x25 n. 2533 125 NUM

23 OpenSSH _8.0pl, OpenSSL 1.0.2s 28 May 2019 i, #HM
A e BB B !

DU kS O AR LA R B EE, WSS 28 A X GSSAPI
Thief 5K, 1HHEATRE,
Starting sshd:/etc/ssh/sshd_config line 81: Unsupported option

GSSAPIAuthentication
/etc/ssh/sshd_config line 83: Unsupported option GSSAPICleanupCredentials

T RIEELR LR MMPFER, ARV root K HEE X, 1£
OpenSSH 7.4 PLJG FRAERAIN WA SOVF root HFZ S F RS 4S, LAY
FRVF root Ik P HIZE 5, WOLTREIIEE, E MR TS

echo "PermitRootLogin yes" >> /etc/ssh/sshd_config

10+ WHIERES 70 g AL, B IR 3R Gude M 222 F0 22 42
yum remove perl gcc openssl-devel zlib-devel -y
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